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Strengthen Your Cybersecurity with the Continuous 
Diagnostics and Mitigation (CDM) Tools/
Continuous Monitoring as a Service (CMaaS) 
Blanket Purchase Agreement (BPA)

The CDM Tools/CMaaS BPA Can Help You Minimize 
Risk To Your Networks

Cyber threats to federal, state, local, regional and tribal 
government information systems are intensifying in both 
complexity and frequency. These constantly evolving threats pose 
risks for government operations and assets, as well as the safety 
and economic prosperity of our nation. To minimize these risks, 
the CDM Tools/CMaaS BPA provides tools and services that 
enable federal, state and local government entities to strengthen 
the security posture of their cyber networks.

The CDM Program, through the use of the CDM Tools/CMaaS 
BPA, helps government entities expand their continuous 
monitoring capabilities by increasing their network sensor 
capacity, automating sensor collections, and prioritizing risk 
alerts. This approach lowers the operational risk of information 
security systems and “.gov” networks. To learn more, visit www.
gsa.gov/cdm and www.dhs.gov/cdm.

For More Information

The CDM Ordering Guide  provides an understanding of the tool 
functional areas and service task areas being offered through 
the CDM Tools/CMaaS BPA. The guide also contains information 
about the BPA-holder leads and the ordering options available 
to our customers. Please download a copy of the CDM Ordering 
Guide at www.gsa.gov/cdm.  

If you have questions or comments, email them to the GSA CDM 
Program Office at cdm@gsa.gov or visit www.dhs.gov/cdm, for 
more information. You can also use this email address to request 
ordering instructions, delegation of procurement authority 
instructions, and/or full product and price lists.
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Manufacturer Manufacturer Product

AirWatch Mobile Device Management

Application Security Inc. DbProtect

BDNA Discover, Normalize, Technopedia

Beyond Trust (Retina) Retina Product Bundle

Bit9 Bit9 Security Platform

BMC Software Dashboard and Analytics, Discovery and Dependency Mapping, Orchestrator, BladeLogic Automation Suite, BladeLogic 
Network Automation, Decision Support, Mobility for Remedy IT Service Management Suite, Remedy IT Service 
Management Suite, Server Automation

CA, Inc. Automation Suite for Data Centers Base Configuration Maintenance, ControlMinder, IT Asset Manager, Service Desk Manager

Cisco Systems, Inc. Prime Infrastructure

CORE Security CoreIMPACT, CoreINSIGHT

DB Networks Adaptive Database Firewall Security Appliance

eIQ SecureVue

EMC Smarts Network Configuration Manager

ForeScout CounterACT

HP Software ArcSight, Asset Manager, BSA Security Compliance, Client Automation Enterprise, Connect-It, Fortify, HP Network 
Automation, NNMi, Operations Analytics, Operations Orchestration, Server Automation, UCMDB Configuration Manager, 
Universal Discovery, WebInspect

IBM Tivoli Endpoint Manager, Infosphere Guardium, MaaS360 Mobility, QRadar, Security AppScan

LogRhythm LogRhythm

Lumension Security, Inc. Lumension

Lumeta Corporation IP Sonar

McAfee Advanced Correlation Engine, Application Control, Application Data Monitoring, Asset Manager, Change Control, Database 
Event Monitor, Endpoint Protection, Enterprise Log Manager/Event Receiver, Enterprise Security Manager, ePolicy 
Orchestrator, Event Reporter, Global Threat Intelligence for Enterprise, Host Intrusion Prevention, Policy Auditor, Real Time 
Command, Risk Advisor, VirusScan Enterprise, Vulnerability Manager, Web Application Assessment

Qualys, Inc. Enterprise Policy Compliance, Enterprise Vulnerability Management

Rapid7, Inc. Nexpose

RedSeal Networks Appliance and License

RSA Archer Archer Management Modules and Security Analytics Appliance

ServiceNow Orchestration

Solarwinds.net Enterprise Operations Console, Network Configuration Manager, Server and Application Monitor

Splunk Splunk App for Enterprise Security, Splunk Enterprise

Symantec Altiris, App Center Enterprise Edition, Control Compliance Suite, Critical System Protection Monitoring, Endpoint 
Protection, Mobile Management, Protection Center Enterprise, Risk Automation Suite

TAPE CyberForge Cauldron

Tenable SecurityCenter Continuous View, Tenable Series Appliance

Trend Micro Deep Security Compliance Pack

Tripwire CCM Management Server, Device Profiler, IP360, Tripwire Enterprise, VIA Data Mart, VnE Manager

Triumfant IT Management Base for Managed Populations, Resolution Manager

Trustwave Enterprise Linux, ISM/NSM, NAC-Appliance

Veracode Discovery Scan, Dynamic MP Scan, Federal Private Instance, MARS Application Protection

ViewTrust Technology Complyvision Enterprise, ThreatVision ACE

Products Available Through the CDM Tools/CMaaS BPA

The complexity and potential severity of cyber threats is 
evolving. The BPA will adapt, adding the most advanced 
technology-based solutions as they become available in the 
market. As new tool functional areas are executed, new products 
will be added to the BPA. 

The chart below provides a general list of products, listed by 
manufacturer, that are currently available through the BPAs. New 
products are continually added. 


